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 01
INTRODUCTION

1.1  Background
In the past five years, developing countries have 
experienced unprecedented growth in internet users. 
In Kenya and Indonesia, where internet penetration 
is still relatively low, the number of people online 
has doubled to more than one in four people. In 
the Philippines, connectivity rates have jumped to 
reach over 50% of the population. In most of these 
contexts, people access the internet via mobile 
phones and largely through social media sites — 
sometimes even creating the perception that social 
media sites exist separately from the internet itself. 
In Indonesia, for example, research has shown that 
some people using Facebook are not aware they are 
actually using the internet. As internet penetration 
rises in developing countries, so too does the use of 
social media. Indonesia, the Philippines, and Kenya 
— where between 82-89% of online adults use social 
networks — rank among the top lower-middle income 
countries for very high social media usage among 
internet users. 

Users of social media sites share a tremendous 
amount of personally identifiable information with the 
platforms, prompting analysts to argue that private 
companies are farming data from users without 
their informed consent.1 Recently, concern over data 

1	  �See for example https://www.nytimes.com/2015/09/21/business/media/
retailers-use-of-their-fans-photos-draws-scrutiny.html and http://time.
com/2949565/heres-what-facebook-can-do-with-your-personal-data-in-the-
name-of-science/ 
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privacy has been raised by numerous organisations 
advocating not only for data privacy but also data 
protection, asking governments and companies to 
enshrine data privacy as a right, legislate and enforce 
privacy safeguards, and condemn mass surveillance 
(Schulhofer, 2016; Danezis 2014). 

In 2014, research was conducted in the US, UK, 
Germany, China, and India to assess how 900 people 
use social media, their level of awareness around 
information sharing and how businesses and the 
government may use their data, in order to identify 
their concerns about data sharing on the web. The 
research found an “astonishingly low recognition of 
the specific types of information tracked online”, but 
also a high recognition of the risks associated with 
social media use, including identity theft and violations 
of data privacy. Another study involving 23 countries 
found a majority of adults surveyed — as many as 
83% in some countries — claimed that they do not 
know the types of data that companies hold about 
them, but are nevertheless concerned about how 
information about them are being used.

Similar research is scant in the context of low and 
middle-income countries, especially among young 
people. As more people come online in these 
countries, understanding whether users are aware of 
the privacy implications of using social media becomes 
more critical. This issue is particularly important for 
young people who, based on global statistics, are 
the heaviest users of social media and are therefore 
most exposed to various privacy risks (O’Keeffe and 
Clarke-Pearson 2011). Young people have also been 
identified as shifting most readily to social media for 
entertainment and leisure (Lenhart, 2015). This comes 
with risks, such as a high incidence of cyberbullying 
(Hussey and Blow 2018). 

1.2  Objectives of the Research
This paper assesses how young people in low and 
middle-income countries use social media, how they 
behave online and how they view the risks associated 
with their use. It also looks at their understanding of 
the actions they can take to protect themselves and 
their privacy. The answers to these questions are 
important, not only to inform policies that protect 
users, but also to raise awareness among vulnerable 
users of potential privacy risks as well as the rights 
they have online.

This research looks into the following questions:

•	 Platforms: What social media platforms do 
teenagers use? How frequently do they use 
them? For what purpose?

•	 Data sharing, collection, and use: What data 
do they share on these platforms? What data 
do they willingly share publicly? What is their 
level of understanding about how their data is 
collected and used by social media companies?

•	 Data value: To what extent do they value the 
data that they share? 

•	 Data concerns and actions: What are the 
primary concerns users have around their data? 
How do they act on these concerns?

1.3  Methodology
The research was conducted in three countries, 
each focusing on a specific geography: the highly 
urbanised city of Jakarta (Indonesia); the rural province 
of Bohol (The Philippines); and peri-urban counties in 
Kiambu and Machakos, which neighbour the capital 
city Nairobi (Kenya). 

The study made use of both quantitative and 
qualitative approaches. 

•	 Quantitative: Data was collected through a 
survey of senior high school students, aged 15-
18. The number of respondents per area is 100 
(50 male, and 50 female), assuming a 95% degree 
of confidence and a +10/-10 margin of error. 
The respondents were selected using a multi-
level clustered sampling technique. A survey of 
the 100 respondents was conducted via self-
administered paper-based questionnaires. 
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•	 Qualitative: Out of the 100 respondents 
surveyed, 10 student respondents (5 male, 
5 female) were randomly selected for key 
informant interviews. Interview transcripts were 
subjected to descriptive analysis while results 
from the interviews were coded to identify 
common themes and patterns regarding the 
research questions.  

The study is limited in terms of coverage as it only 
focuses on a particular age group and excludes 
teenagers that are not in school. While key informant 
interviews were used to provide more qualitative data 
to support the survey findings, these are also limited 
to only 10% of the total number of respondents. The 
study did not involve actual observation of students’ 
use of social media or observation of their social 
media accounts. Therefore the findings are based 
on the respondents’ answers in both survey and 
interviews. Thus, the results of the study are valid for 
the samples assessed and are not to be intended as 
comparative across countries.
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2.1  Use of Social Media

Young teenagers use social 
media largely to connect with 
friends and share content.

In all three countries, surveyed teenagers use more 
than one social media platform, but some sites are 
preferred over others. 

•	 In Bohol, Philippines, a majority use Facebook. 
Facebook and Facebook Messenger are used 
by almost all students. 

•	 In Jakarta, Indonesia, most use Instagram and 
WhatsApp rather than Facebook Messenger.

•	 In Nairobi, Kenya, WhatsApp and Facebook, 
along with Facebook Messenger and Instagram, 
are the top social media sites used by teenagers. 

Regardless of platform used, teenagers claim that 
the key purpose for social media use is to connect 
with friends and family and share content, mostly for 
communication and entertainment. 

“Facebook with its Free Data option 
and Facebook messenger’s free access 
is very helpful for me. It has become 
an inexpensive tool to communicate 
with my classmates and even my 
teachers…In fact, we depend on social 
media for announcement especially 
when there is a class suspension 
or to communicate with our group 
mates through group chats. Having 
an account has become a necessity.” 
Female Respondent, Bohol, Philippines

In Bohol, teenagers use social media to access videos 
relevant to their interests. The students surveyed 
prefer to watch videos rather than read content. At the 
same time, social media is used for classroom tasks 
like communicating with teachers and classmates.

 02
RESEARCH FINDINGS
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Teenagers surveyed use social 
media at least daily with 
some checking their accounts 
more than once a day.

Teenagers surveyed in Jakarta use social media on 
a daily basis, usually many times during the day. 
They claim to do this especially when they get bored 
and only during their spare time, as schools have a 
policy on the use of mobile phones (which are their 
primary means of accessing the web). In Bohol, the 
teenagers surveyed visit their social media platforms 
at least once a day and also use mobile phones to 
access the web. In Nairobi, students access their 
favourite social media platforms several times in a 
day, despite the relatively high costs of data plans. 
In Indonesia, Philippines, and Kenya, the cost of 1GB 
of data is equivalent to 1.45%, 2.02% and 4.33% of 
Gross National Income per capita (2016).

2.2  �Data Sharing, 
Collection, and Use

The survey findings show that 
teenagers grant public access 
to key personal information 
without restriction.

In both Bohol and Jakarta, teenagers provide their real 
names, birthdates, gender, and age. Most of them 
think that providing this information publicly confirms 
the validity of their accounts and their identity. In 
Bohol, teenagers provide their contact information 
(email, phone numbers) to social platforms, but limit 
their viewing to only to a selected group of people 
— normally close friends and family — due to fear 
of blackmail and identity theft. Interestingly, students 
in Nairobi tend to be quite liberal with regards to 
whom they connect with, even adding strangers as 
Facebook friends because they found the online 
profiles interesting.

Surveyed teenagers seem 
to be unaware that when 
using social media, they are 
sharing data beyond that 
which they input directly.

In the survey and in the interviews, teenagers are 
concerned about the data that they themselves 
declare, but seem to discount the data that their 
social media “footprint” creates, such as location, 
browsing history, and other related content collected 
through connected technologies.  

“…I know the (social media) 
companies are using my data for 
marketing… I don’t mind if the 
social media companies are using 
my data, as long as they don’t use it 
to create a fake profile about me.” 
Male Respondent, Jakarta, Indonesia

Most surveyed teenagers 
are aware that social media 
companies collect their personal 
data, but are not knowledgeable 
or do not care about how 
these platforms use these.

In Jakarta, a few respondents (18%) said that they are 
aware that their data is being sold while a minority 
(34%) are aware that their data is used for marketing 
purposes. 11% said they do not care at all how social 
media companies use their data. In Bohol, a majority 
(61%) of the teenagers surveyed said they are okay 
with social media companies using data or content 
they post on their profiles to inform marketing 
strategies. The same is true in Nairobi, where 63% of 
the students surveyed approved or did not care if their 
data was being used by social media companies for 
marketing purposes; close to half of the respondents 
approve of, or do not care that, their data is sold by 
social media sites.
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Teenagers confirm that they 
browse through social media 
companies’ Terms of Service (ToS) 
but do not understand them and 
so do not see them as important.

In Bohol, 78% of teenagers surveyed find the ToS 
cumbersome, illegible, or too long that they only 
skim through it to find the accept button. They do not 
really place importance on, or else do not care about, 
the details of the agreement. In Jakarta, on the other 
hand, 61% of teenagers surveyed said they read the 
ToS but can not recall what they contain, while 21% 
just accepted them because they do not understand 
them. The rest do not read them at all. In Nairobi, 
almost half of the surveyed students have said that 
they have never read the ToS and for those who have 
read, half of them said they do not understand them.  

“I have never checked the privacy 
settings. Frankly, I do not even 
know where they are”.
Female Respondent, Kiambu County, Kenya

Teenagers in the survey view 
data privacy as being able 
to control whom they share 
data and information with.

This view is largely predicated on trust and restrictions 
to access. For example, the majority (86%) of teenagers 
surveyed in Bohol share their name, age, sex and 
birthdate publicly. Whereas posts that describe their 
opinions on social and political issues are usually 
shared publicly, posts regarding personal problems 
and their feelings are restricted to close friends and 
family. In Jakarta, the majority (81%) of teenagers 
surveyed control their privacy settings but some of 
those interviewed use fake names on their profiles 
to conceal their identity. For the majority (56%) of 
teenagers interviewed in Kiambu and Machakus 
counties in Kenya, protection of individual privacy 
largely means keeping their information private 

2	  �Respondents were asked “Which of the following data do you consider valuable to you? Please rate how valuable these are to you (with choices very valuable, somewhat 
valuable, not sure if valuable or not, not valuable). The definition of value, in this case, is a subjective view of the respondent. 

from users not in their network. Nearly half (47%) 
of respondents in Kenya are not concerned with 
the sale or commercial reuse of their data by social 
media platforms, while 63% do not care if their data 
is used for marketing purposes.

“I don't know whether the company 
used my data or anything that I 
post in the platform, but I do have a 
concern about it… I used a different 
name for username and set my 
account to private so only those that 
I approve can see my account.” 
Male Respondent, Jakarta, Indonesia

Those surveyed in these three communities voiced 
concerns that privacy is largely about restrictive 
sharing of information only within their networks or 
circles. There is little evident concern about breaches 
of privacy by social media sites to which they entrust 
their data.

Hence, young students surveyed have a distinctive 
view of privacy as a concept but a low awareness of 
personal data protection. They are more concerned 
with their ability to control the sharing of their personal 
information — their view of privacy — but less so on 
how social media companies collect, process, and 
dispose of their information. They are also not aware 
that they have rights in relation to how their personal 
data is used.

2.3  Data Value

Teenagers in the survey 
consider personal information 
as their most valued data.2

This includes real name, gender, and age. Teenagers 
in Jakarta also include travel information (including 
location data) as very valuable. But an appreciation of 
data value does not necessarily translate into strong 
demand for this data to be protected.

8
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Teenagers in the survey consider 
the disclosure of their personal 
information to social media 
companies as a necessary 
condition for them to access 
the benefits of social media.

In Jakarta, teenagers seem to trust social media 
companies and believe that giving out their data 
to these companies is one of the ways to validate 
their personal identity. They are not willing to pay 
for the protection of their data since they consider 
privacy protection as the responsibility of social 
media companies. In Bohol, 64% of respondents 
surveyed think that social media companies analyse 
their personal data to improve their services or 
provide more targeted products and information. 
As one respondent expressed, the use of social 
media is a benefit; sharing personal information is 
an unavoidable cost. 

“One of the most horrible experiences 
I had with Facebook was identity 
theft. Somebody made an account 
using my photo, copying all my 
personal information, worst 
adding all my friends and chatting 
with them as if it was me. It’s 
traumatic to be scammed, more 
so, if some hackers use your 
account to scam other people.” 
Female Respondent, Bohol, Philippines

2.4  Data Concerns and Actions

Teenagers from the survey 
are aware of the risks of 
providing their information to 
the public but feel powerless 
to protect themselves.

In the Philippines, teenagers responded that they fear 
blackmail and identity theft, while in Indonesia, most 
respondents said they are worried about forgery and 
inappropriate use of their photographs. In Nairobi, 
surveyed students were concerned with cyber-stalking 
and cyberbullying. In these countries, risk awareness 
seems to be high but their responses suggest they 
do not know how to protect themselves against these 
risks. While the respondents in all three countries 
say that they care about their privacy, most of them 
also acknowledge that they do not necessarily initiate 
measures to protect their data from unauthorised 
access and inappropriate use. 

“I have been hacked on my 
Instagram account before. It 
was taken over…I did nothing. I 
just made another account”.
Female Respondent, Nairobi, Kenya

9
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The findings in this study resonate with previous 
research on this topic that looks at high 

income countries like the US. Results from a Pew 
Research study resemble what we found in our 
own research — that teenagers have more than 
one social media account, and constantly access 
social media, facilitated largely by the use of mobile 
phones (Lenhart et al 2015). 

The motivations of young people using social media 
appear to be broadly universal. The motivations our 
study identified for teenagers using social media 
chime with previous research on the subject (see for 
example, Micheli, 2016). In an ethnographic study of 
social media use in very dire conditions, such as the 
favelas in Brazil, social media was also reportedly used 
for connecting with friends and for entertainment 
(Nemer, 2016). In Hong Kong, Lu and Jing (2016) 
identify social interaction and communication as a 
key reason why young students use social media. A 
review of literature on use of social media by young 
indigenous people in Australia (Rice et al 2016) found 
that establishing community and family connection 
is one primary reason for social media use.  

The information that teenagers share and make public 
on social media is largely in line with what has been 
self-reported by young users in the US (Madden et al 
2013), including real names, photos, and birthdates. 
But these are what Morey et al (2015) consider as 

 03
DISCUSSION
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self-reported data, as contrasted with the ‘digital 
exhaust’ (e.g., location data, browsing history) and 
profiling data (i.e., ‘digital exhaust’ combined with 
self-reported data and data from other sources). In 
the Morey et al study (2015), which surveyed adults in 
China, India, UK, US and Germany, only a very minimal 
percentage put value on location, web browsing, 
and web search histories that define part of their 
digital profile. As stated above, teenagers seem to 
be unaware of these types of data that they have 
unwittingly made available online.   

Regarding privacy, our results echo earlier research 
showing that teenagers’ understanding of privacy 
is different from that of activists, lawyers or privacy 
experts. Privacy for them is “an ability to control 
their situation, including their environment, how they 
are perceived, and the information that they share” 
(Marwick and boyd, 2014: 1056). However, there is a 
belief that social media companies are responsible 
for protecting user privacy more broadly. This was 
the position of teenagers surveyed in Jakarta, who 
themselves expressed a lack of power and control over 
their data and information. Thus, our understanding 
of privacy and the responsibilities needed to protect 
it needs a more holistic approach. Governments, 
companies, individuals and social networks each 
have a role to play. 

danah boyd (2014) characterises teenagers as 
experts of online privacy, using a range of relatively 
sophisticated strategies including subtweeting and 
social steganography3 to avoid external control and 
surveillance. Our findings echoed this view, although 
the techniques used by the teenagers we studied 
were more basic. Examples include using fakes names 
and making their accounts private. 

3	  �Steganography is “ the practice of hiding secret messages in otherwise 
non-secret mediums.” See https://www.wired.com/story/steganography-
hacker-lexicon/ 

Hargittai and Marwick (2016) talk about a ‘Privacy 
Paradox’, where “young people claim to care about 
privacy while simultaneously providing a great deal 
of personal information through social media” 
(ibid.:3737). While teenagers in our study have found 
a few ways to protect themselves, they also feel that 
once their data is out there, it is no longer within their 
control and so they feel a sense of powerlessness. 
This reflects what Acquisti et al (2015) refer to as 
privacy uncertainty: users not being able to know if 
their actions are endangering their privacy, therefore 
preventing them from being able to make informed 
decisions about what and how to share. They argue 
that one cause of privacy uncertainty is incomplete 
and asymmetric information that occurs because 
information technology makes the collection, sharing 
and use of data invisible to users, making it difficult 
for them to understand the potential negative 
consequences of behaviour that impacts privacy. 
Privacy harms in some cases are intangible, and in 
most cases require certain tradeoffs. The teenagers 
in our study, for example, view the sharing of personal 
data as an inescapable consequence of using social 
media platforms.
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Whose responsibility is it to protect online 
privacy, especially of more vulnerable users? 

Some of the students in this study argued that it 
is the responsibility of social media companies to 
protect user data. Be that as it may, this research was 
conducted against the backdrop of the fiasco spurred 
by Facebook and Cambridge Analytica, highlighting 
the vulnerability of users to breaches, bad practice 
and other threats to privacy, as well as the evident 
lack of accountability from companies.

Protection of social media users and their data 
requires a concerted effort among different actors 
and requires several key initiatives, including:

1. �Develop a global data 
protection standard 

Research from the Web Foundation (2017) has 
highlighted the importance of governments enacting 
regulations that protect of data privacy. The same 
research points out that, with the exception of the 
EU’s General Data Protection Regulation (GDPR), 
people in most countries are not protected by strong 
regulatory frameworks.

While the GDPR is now in effect, it will not protect 
the students featured in this study. Without global 
data protection standards, a new form of inequality 
will persist. While some social media users enjoy 
robust privacy protections, others will remain 
second-class digital citizens.

 04
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2. �Ensure digital literacy, 
especially of the young 
and vulnerable

Several experts have said that users themselves must 
control their data and protect their privacy (Xiao, 
2015; Landau, 2015). Recent evidence suggests that 
the more people feel that their information is secure, 
the more they are willing to disclose information 
(Benson and Saridakis 2015), and that privacy 
proficiency is required to for users to enact privacy 
strategies (Wisniewski et al 2017). Therefore, if we 
are to put more of the burden of data privacy on 
users themselves, there must be provisions to equip 
them with the digital literacy and privacy-awareness 
required to make informed decisions.

We must also remember that on social media, 
privacy is “networked” (Marwick and boyd, 2013: 
1062). “Privacy in social media cannot be entirely 
maintained and established by individuals, as it is not 
wholly dependent on individual choices or control 
over data.” (ibid.:1063). The students surveyed for 
this paper viewed privacy as a personal construct and 
did not consider that threats to their privacy could 
also threaten the privacy of their family and friends. 
Digital literacy is necessary so that social media users 
understand that their social media use has networked 
implications for their contacts.

3. �Compel private companies that 
collect and use data to be more 
transparent and accountable 
in the use of personal data

Social media companies must be more transparent 
and accountable in their use of personal data, 
including ensuring that terms of service that users 
agree to are accessible and clear. Users should also 
be given more control over how their personal data 
is collected and used.

4. �Conduct more research on 
privacy and data protection, 
especially in the context of low 
and middle-income countries

More research to understand social media use is 
needed, especially in the context of low and middle-
income countries where studies are limited and 
where users are often most vulnerable. We need to 
understand more about how users are accessing the 
web, how they can be protected against privacy risks, 
and how they can better protect themselves from the 
web’s risks while enjoying the benefits.

Similarly, ways of implementing digital literacy need 
to be designed and tested to see how web users 
can best be empowered to take control of their data 
online. More action research and experimentation in 
this area is also needed.
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